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ABSTRACT 
As part of a broader effort to identify the efficacy of 
privacy algorithms within a healthcare environment, 
we are first investigating the perceptions of clinical 
researchers concerning these tools.  As there are a 
number of positives and negatives associated with 
these techniques, observations in the form of 
qualitative research techniques are used to better 
understand their concerns.  The analysis of data used 
a grounded theory approach with the results in the 
form of six themes categorized into analysis, 
logistics, and environmental clusters.  The themes 
developed in this pilot case study provide valuable 
researcher perspectives on the use of privacy 
algorithms. 
 

INTRODUCTION 
Based on an analysis of the 1990 US Census, 87% of 
the United States population is uniquely identifiable 
by the three attributes of zip code, date of birth, and 
gender [1]. Latanya Sweeney’s breakthrough 
research with the Governor William Weld case 
clearly depicts that the masking or hiding of publicly 
available information does not adequately protect the 
privacy of an individual.  Sweeney was able to obtain 
masked medical data from the Group Insurance 
Commission of Massachusetts whom is responsible 
for state employees’ health insurance.  The masked 
medical data contained only non-identifiable 
information such as ethnicity, visit date, diagnosis, 
procedure, medication, total charge, zip code, date of 
birth, and gender.  For a cost of $20, Sweeney then 
obtained the publicly available Cambridge, MA voter 
list.  Referring to Figure 1, each circle graphically 
represents the two data sources and by itself reveals 
little information.  The masked medical data on the 
left provides only medical information where only 
gender, date of birth, and zip code were identified.  
The voter list on the right provides personal 
information but limited only to voting information, 
address, date of birth, and gender.   But recall that 
87% of the US population is uniquely identifiable by 
only the three attributes of zip code, date of birth, and 
gender.  In the case of the Massachusetts governor, 
there were only six people in Cambridge, MA whom 
had the same date of birth and only three of them 
were men.  Of the men remaining, he was the only 
person to live in his particular zip code.   Through 
these two pieces of information joined only by 

gender, date of birth, and zip code; Sweeney was able 
to identify and reveal the medical records of then 
Governor William Weld. 
 

 
Figure 1: Joining of masked medical data with the voters list 

 
As one can see, this particular scenario stresses the 
inadequacies of ensuring privacy by masking medical 
data; it will require us to change our perceptions of 
what data privacy really entails.  It takes only a small 
amount of information to reveal the individual 
underneath the data.   
 
How is it then possible to protect an individual’s 
privacy in a relatively simple manner while ensuring 
consistent statistical analysis for research purposes?  
This is the purpose of “Privacy Preserving Data 
Analysis” which is based on the work of Microsoft 
Research (MSR) researchers Cynthia Dwork and 
Frank McSherry (as well as S Chawla, K Talwar, A 
Blum, K Nissim, and A Smith) [2, 3, 4].   The basic 
premise of their research is that the addition of noise 
based on the exponential distribution to the data will 
be able to protect the individuals underneath the 
aggregate data.  Recall that to attack aggregate data, 
one need only to ask enough questions to drill down 
to a specific individual with very distinct attributes.  
In the Governor Weld case, the first question would 
be the number of people who had his date of birth 
(answer is 6).  The next question is number of those 
people who were male (answer is 3).  The final 
question is the number of those people who lived in 
his 5-digit zip code (answer is 1).  In this example, it 
required only three questions for the author, 
Sweeney, to drill down to Governor Weld and his 
medical records [2].  But, if we were to add 
exponential noise (some integer value between –∞ to 
+∞) to the consistently change the above values, it 
would be impossible to drill down to this one person.  
For example, if the noise values to be applied to these 



questions were that of (-2, +1, +6), then the results of 
the above questions would be:  
 
Table 1: Revealing privacy by asking more detailed questions 

Question Original 
Answer 

Noise 
Values 

PPH-
applied 
Answer 

How many patients 
with Governor 
Weld’s Date of Birth 

6 -2 4 

How many of those 
patients are male 

3 +1 4 

How many of those 
patients are in the 
same zip code 

1 +6 7 

 
When looking at the PPH-applied answers, the 
additional noise has made it impossible to drill down 
to the single individual, therefore the data is “privacy 
preserving”.  In this particular example, the noise is 
too large and should be calibrated.  Ultimately, the 
key is to add enough noise to the system so that the 
answer changes but the overall statistics do not.  To 
prevent attacks to the noise algorithm itself, more 
noise needs to be added as more questions are asked.  
The efficacy of this methodology is not in question 
for this case study as this has already been amply 
researched and verified.    
 
Therefore the purpose of this case study is to 
determine the perceptions of clinical researchers 
concerning the use of the above noted privacy 
algorithm.  As can be described above, there are 
some unique effects of this form of privacy 
preserving data analysis.   We would like to better 
understand researcher’s sensitivity to these effects on 
their data. 
  
 

METHODS 
Site Selection 
This pilot case study serves a dual purpose of course 
work for author’s qualitative analysis class (OHSU 
BMI526) and providing insight to clinical 
researcher’s perspectives on privacy algorithms.  
Because of the informal nature and time constraints 
associated with this research, it was decided that no 
actual site would be used.  Instead, the interviews 
would be performed over the internet using 
Microsoft© Live Meeting.  This allowed the ability 
to present power-point slides and reporting 
application demos easily over the web.  As well, Live 
Meeting includes the ability to record the audio and 
video of the interviews to allow for a more thorough 
analysis. 
 
 
 

Informant Selection 
The purpose of privacy preserving data analysis is to 
protect the patients that make up the data being 
analyzed.  That means the application of privacy 
algorithms within a healthcare setting is specific to 
that of clinical researchers.   Therefore, the 
interviews were held with individuals who are 
clinical researchers.  The individuals selected were 
medical professionals associated with Oregon Health 
& Science University and/or McGill University.   
 
Data Gathering 
Data were gathered between June and July of 2007 
by the author.  The sessions first provided a quick 
introduction on privacy issues (e.g. the recently 
referred Governor Weld case) and then demonstrated 
privacy preserving histogram in action against non-
medical data.  While it isn’t medical data, it should 
provide the subjects with enough information to 
ascertain and rate the usability and acceptability of 
the algorithm for the duration of the demo.  The 
interviews held were open-ended to minimize author-
leading questions.     
 
Data Analysis 
The author had transcribed the field notes and the 
Microsoft© Live Meeting video/audio recordings of 
the interviews.  Using Microsoft© Word and 
Microsoft© OneNote, organizing schemes and 
themes were developed based on these transcriptions.  
Three categories clustering six themes were 
developed based on this research analyzed in a 
grounded manner. 
 
 

RESULTS 
Table 2 lists the three categories grouping the six 
themes and representative quotes from the Live 
Meeting video/audio transcripts.  Below are the 
highlights derived from these quotes and the overall 
analysis of these transcripts. 
 
Analysis Themes 
Unaffected Statistics 
A very common and usually the first-asked question 
is whether the privacy algorithms can be applied to a 
healthcare setting.  These concerns around the 
number of patients involved in most healthcare 
studies are smaller in comparison to other areas of 
study.  Clinical researchers are typically worried 
about if the affects of the privacy algorithm will have 
a measurable impact on the meaning of the statistical 
tools implemented.  This is an extremely valid 
concern and subsequent case studies will need to be 
performed to build a template on how these types of 
privacy algorithms can be applied in the use for 



healthcare data.  This issue is especially apparent 
when dealing with rare diagnosis which in itself is 
not uncommon in healthcare.   
 
From conversations and the review of many other 
medically-based scientific papers, it is apparent that 
the most common statistical techniques revolve 
around the use of p-values.  Hence, it will be 
important that any future analysis of the quantitative 
applicability of privacy algorithms in a healthcare 
environment (i.e. applying noise will not significantly 
change the statistical meaning of an analysis when 
applying a privacy algorithm) involve the study of p-
values as well. 
 
Understanding the privacy algorithms 
All of the interviews (informal and formal) had 
accepted the mathematics of the privacy algorithms 
even though the presentation overview of the subject 
was brief.  This may indicate that clinical researchers 
are willing to accept the mathematics behind the 
algorithm without necessarily understanding how it 
works.    This is not an uncommon occurrence in 
many scientific settings since it isn’t possible for all 
scientists to know everything.  It may also be an 
indication that the lack of understanding of these 
algorithms is an innate willingness to trust the idea of 
using these algorithms.  Unfortunately, this may get a 
little complicated because the lack of understanding 
on how these algorithms work may result in them 
being used incorrectly.  Even worse, improper 
understanding of the algorithms may result in IT 
workers incorrectly guaranteeing the privacy of 
patients. 
 
Logistics Themes 
Can get back to the original data 
From the interviews, it was unexpectedly discovered 
that it is very important for researchers to have the 
ability to get back to the original raw data source so 
that it is possible to identify patients.   On occasions, 
patient de-identified discoveries require the re-
identification and informing of the original patients.  
For example, if an airborne outbreak was to occur 
within a hospital setting, you will need to find out all 
of the patients who were in that hospital at that time 
to inform and test them for the contagion.  This 
emphasizes that we cannot allow privacy algorithms 
to perturb the data to the point where one cannot get 
back to the original data source. 
 
From the vantage point of authorization and security, 
there are no issues if there are a set of users who only 
have access to the "filtered data" just as long as the 
clinical researchers still have access to the original 
data if required. 

Understanding the purpose of the privacy algorithms 
As originally presumed, people who understand 
privacy and/or statistics will better understand these 
concepts.  In addition, researchers that are more 
detail oriented appear to more easily accept and 
better understand the purpose of the algorithms.  
However it does pose the question on whether one 
has to be detail-oriented in order to understand how 
and why privacy algorithms should be used.  
Conversely, it has been suggested that people whom 
are well educated from a healthcare perspective (most 
healthcare workers with a college education) most 
likely will understand their purpose so training may 
not be necessary.  Then again, the people interviewed 
are more aware of privacy issues because of their 
involvement, the privacy introduction, and the demos 
provided prior to the questions asked.   
 
Related to this, it appears that the use of the Governor 
William Weld case (referred to in the beginning of 
this article) is a solid case study for researchers to 
personify the problems associated with privacy.  
While it takes a little extra effort to explain the 
scenario, it appears that it is worth the effort in order 
for people to better understand the privacy concepts.  
As well, showing report example demos is important 
for people to understand how this works and to 
absorb the information. 
 
When publishing reports with the privacy algorithm 
applied, a suggested way for people to understand 
this is to ensure that the reports have really well 
worded short text underneath the report chart.  The 
report should indicate some tolerance such as a 
confidence interval which can graphically represent 
the tolerance associated with the additional noise. 
 
Future analysis should also be performed where the 
same questions can be asked without providing the 
introduction and demo to see if this sample of 
healthcare workers would have the same responses. 
 
Management Return-on-Investment (ROI) 
A concern that was implied from conversations with 
the interviewees is that there are not a lot of users 
who actually need access to the data.  This may 
indicate that it may be hard to show a good return on 
investment to management when only a few people 
need access to the data.  This further implies that 
executive sponsorship may only occur when privacy 
standards are mandated.  Using a methodology 
similar to that of an IRB or a “privacy and security 
steering committee”, one can develop what standards 
to use to determine security access rights which 
include a focus on privacy. 
 



Environmental Themes 
Protecting Patient Privacy 
An interesting observation is that while the purpose 
of this algorithm is to protect patient privacy, there 
were not many questions concerning the actual 
protection of patients.  Researchers did ask for the 
purpose of protecting privacy and ensured that the 
algorithm did not affect any underlying analysis (i.e. 
statistics).  But the questions of how the algorithm 
worked and how it protected patient privacy were 
few.  Part of the reason this may have occurred could 
be because many of their questions were already 
answered by providing breakdown details of the 
Governor Weld case (please refer to Table 1 for an 
overview of this breakdown).  As well, since the 
purpose of these algorithms is to protect privacy, it 
may have been easier for researchers to concentrate 
on the why and how instead of “if”. 
 
Saying this, a good way to personify the idea of 
privacy is to reference pharmaceuticals or insurance 
companies.  It appears that the sharing of patient data 
with these types of companies almost immediately 
brings up the issues of patient privacy.  An example 
scenario notes that health insurance companies are 
able to deny or alter coverage based on mining 
through personal health records.  Mining through 
aggregate data is no different and the ability to 
protect patient privacy will still allow researchers to 
continue their important work while minimizing the 
risk to their patients' health coverage. 
 
 

DISCUSSION 
Two new themes had emerged from these interviews:  
“Can get back to the original data” and “Management 
ROI”.  The “Can get back to the original data” theme 
is important because it stresses the need for 
healthcare environments (especially in comparison to 
other environments) the need to access the original 
data source.  The “Management ROI” theme may 
have existed in previous case studies but due to the 
more detailed qualitative analysis used for this pilot 
case study, this issue was easier to discern. 
 
Previous case studies had revealed the other themes 
listed but the observations were involved with 
business analysts.   Not surprisingly, there was little 
difference in these themes.  As expected, the most 

important priority from all analysts was whether the 
application of the noise to protect privacy would 
affect the statistical analysis they were performing.  
The use of the Governor Weld case as a precursor to 
explain the purpose of privacy algorithms was 
determined in the previous case studies and easily 
applied to this healthcare case study.  Similar to the 
observations here, the business analysts had quickly 
glossed over the mathematics behind the sanitization 
concepts.  But in the end, protecting patient privacy 
(user privacy in the case of business analysts) was 
important. 
 

CONCLUSION 
While protecting patient privacy is an important 
concept, researchers (clinical or otherwise) will 
immediately concentrate on the potential effects on 
their statistical analysis.  Presuming it is possible to 
address these issues, there is then interest in how the 
algorithms work, ensuring one can access the original 
data, and then protecting patient privacy.  This is not 
an unexpected revelation as analysts perspectives are 
that of understanding and discovering patterns in 
their data.  While protecting patient privacy is very 
important to healthcare researchers, the algorithms 
are useless unless there is no significant effect on 
their statistical analysis techniques.    
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Table 2.  Themes and Quotations 
The Themes Representative Quotations 
Analysis Themes    
Unaffected Statistics 

  
"...how low of a number would be acceptable for 
users?" 
  
"That's going to be challenging because with 
healthcare you've get diagnosis that are pretty rare" 
  

Understanding the privacy algorithms "...there will always be people that will assume that 
things are guaranteed when they aren't - no matter 
how hard you try to explain to them there are no 
guarantees in terms of black and white." 

Logistics Themes   
Can get back to the original data "We're not corrupting the data by doing this?" 

  
"...the number of people that need to access 
databases on a daily basis, or weekly or monthly 
basis on database of medical information - it’s a 
small proportion of all physicians." 

Understanding the purpose of the privacy 
algorithms 

"Some really well worded text, that's short, that's 
under a chart ... we know that it was within some 
tolerance like some confidence interval …" 
  
"I don't know if I would say training necessarily ... I 
think most people in business, most physicians 
probably are well educated enough to handle 
something like that." 
  
"I understand how if you're like a privileged access 
user you can get access to anything, but .. [if he] 
wants to just get some information - but they will 
get like a filtered answer." 
  

Environmental Themes   
Protecting patient privacy "...that the system is very, very precarious in terms 

of keeping patient identity."   
  
  
  

 


